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AI – a design task for us all
Artificial intelligence (AI) is one of the defining technologies of our time. It transcends scien-
tific disciplines, economic sectors and national borders – and, in doing so, often calls the role 
of humans into question. As part of its mission to ensure “a future worth living”, VDE has 
therefore made AI a central field of action.

AI is not something being imposed upon us. Rather, it represents 
a design task we need to tackle with determination – be it in industry, 
scientific research or politics and society. How can AI, in conjunc-
tion with other technologies old and new, actually deliver its great-
est  benefits? How can we apply Germany and Europe’s particularly 
careful handling of fundamental rights to AI without getting stuck in 
red tape chasing the illusion of total risk avoidance? How do we mo-
bilize and train the right people, and how do we create the infrastruc-
tures  Europe needs to gain technological sovereignty in the face of 
global instability?

In my work as chair of European AI standardization (CEN-CENELEC JTC21), as  co-chair 
of AI risk assessment in the OECD, as an expert for the EU Commission and UNESCO, and 
as VDE’s representative in the Council of Europe, the need and appreciation for VDE’s input 
is something I witness on a regular basis. Acting as a key bridge-builder between stakehold-
ers, we counsel all the relevant interest groups on what is both technically achievable and sen-
sible from a systemic perspective.

This issue of VDE dialog will give you insights into the AI-related topics that VDE is 
 currently working on: from the technology’s use in power grids and the energy transition to 
the mistrust generative AI is sowing in the digital space and the challenges faced in govern-
ment funding and inspections for AI. 

As I write this, we have just received the official EU standardization mandate for artificial 
intelligence. Those of us at VDE are at the center of the action when it comes to setting such 
standards as a foundation for the European AI Act. AI is a technology that needs to be  molded 
by human norms. Let’s work on them together.

Yours truly, 
Dr. Sebastian Hallensleben
Head of Digitalization and Artificial Intelligence, VDE

“How can AI 
actually deliver  

its greatest benefits?”
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Critical infrastructure such as power plants are attractive targets for 

cyber attacks. How vulnerable are they, and how are they protected? 

These days, it’s hard to imagine our industry without robots. This article 

takes a look at the future of cooperation between humans and machines. 

Excellence, trustworthiness and international influence: Germany’s national strategy for artificial intelligence was ambitious from the outset. With the 

country failing to stand out as an AI business location thus far, we explore the reasons why and what changes are needed. 
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COMPACT

38 VDE GROUP
42 VDE GROUP / IMPRINT



06

SPECTRUM

DATA BACKUPS

Data center 
on the moon 

The moon offers favorable conditions 
for operating servers. A US startup is thus planning 

 to build a data center on Earth’s only natural satellite.

Lonestar wants to build a data center on the moon. To this end, 
the US startup has secured a spot on a space mission organized by 
the company Intuitive Machines. An initial, small-scale test data 
center is scheduled to land on the moon next year. It will weigh 
1 kilogram, provide 16 terabytes of storage capacity and operate 
for about 14 days. The first full-fledged lunar data center is then 
to go online in 2026. In the future, data centers should be able to 
run there for 15 to 20 years.

According to Lonestar, data centers on the moon provide a saf-
er and greener alternative to energy-intensive servers on Earth. 
As Lonestar CEO Chris Stott told the online service Spacenews, 
the usual costs and problems of a terrestrial data center are very 
different in space – or even reversed. For example, the heat gen-
erated by the devices is a positive factor in space. Operations on 
the moon can also rely on a green energy source, namely the sun.

Lonestar is aiming to serve the market for Disaster Recovery as 
a Service with this offering. Companies could then back up their 
critical systems on the moon and retrieve them after catastro phic 
events.

MICROROBOTS

Lots  
of tiny 

helpers 
In the future, tiny swimming robots 
could be deployed in the human 

body for medical purposes.

A research team has developed mi-
crorobots that can be controlled as 
a group. Researchers at the Max 
Planck Institute for Intelligent Sys-
tems (Stuttgart), Cornell University 
(New York) and Shanghai Jiao Tong 
University have programmed the ro-
bots to act like a swarm and assemble 
themselves into virtually any forma-
tion. The robots swim on the surface 
of water and can form into a lump or 
a straight line, for instance.

One of them is only slightly larg-
er than the diameter of a human hair. 
The microrobots are controlled by a 
magnetic field. The research group 
aims to develop robot collectives that 
will one day enter the human body – 
for example, to administer drugs or 
stimulate hard-to-reach areas.
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+++ 1 DR. KAMILA FLIDR was named Engi-
neer Powerwoman at the WomenPower event 
during the Hannover Messe. She holds a doctor-
ate in engineering and is president of the Wom-
en in Tech EMEA Employee Resource Group at 
the technology company Altair. The award rec-
ognizes Dr.  Flidr’s commitment to promoting 
women in her field. The jury found that she also 
demonstrates the outstanding achievements of 
women in tech companies. +++ One potential fu-
ture Engineer Powerwoman is 2 NELE DRÜNER 
(16), a student at Johannes Althusius Gymnasi-
um in Emden. She won VDE’s €1,000 special 
prize in the finals of the “Jugend forscht” youth 
research competition. Her experiment involved 
changing the color temperature of LEDs using 
fluorescent materials and analyzing them with a spectrom-
eter. According to Ansgar Hinz, CEO of VDE, Drüner has 
shown that “you can carry out basic research at a young 
age if you’ve got curiosity and technical intelligence”. +++ 
3 PROF. HUBERT LAKNER, director of the Fraunhofer 
Institute for Photonic Microsystems (IPMS), is the new chair 
of the MicroSystemTechnology Congress. He is joined by 
co-chair 4 PROF. HARALD KUHN, director of the Fraun-

hofer Institute for Electronic Nano Systems (ENAS). The 
next congress will be held in 2023. +++ 5 DR. RALPH 
BROCKE from the electrical engineering company Dehn 
is the new deputy chairman of the VDE Special Committee 
for Lightning Protection and Lightning Research (VDE 
ABB). He has been a member of VDE ABB since 2021 and 
will succeed Klaus-Peter Müller in this position. 

21 3

TWIN TECHNOLOGY

A digital globe
A high-precision digital model of the Earth is intended 
to help combat climate change and protect nature.

A group of European organizations has launched the Destination Earth project. 
Their aim is to develop a digital model of the Earth. The European Commission, 
the European Space Agency (ESA), the European Centre for Medium-Range 
Weather Forecasts and the satellite operator Eumetsat hope to better predict 
environmental changes using this digital twin.

The project is intended to help policy-makers monitor and simulate 
the development of the Earth as a system and human interventions 
that affect it, anticipate environmental disasters and the resulting 
socio- economic crises, and enable the development and testing of 
sustainable development approaches. At the heart of the Destina-
tion Earth project is a secure cloud platform for digital modeling 
and simulation. The entire system is slated to be set up by 2024.

21 3

54

PERSONALIA
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RENEWABLE ENERGY

Electricity  
market sees 
green growth
Renewable energy sources 

accounted for the largest share of 
global electricity growth in 2021.

Energy from solar, wind and hydro-
power is becoming more and more im-
portant. This is reported in the 2022 
Renewable Capacity Statistics from 
the International Renewable Energy 
Agency (IRENA). The agency found 
that renewable energy accounted for 
81 percent of the capacity growth in 
2021. At the end of last year, the global 
capacity for renewable energy gener-
ation was 3,064 gigawatts (GW), rep-
resenting an increase of 9.1 percent. 

Although hydropower accounted 
for the largest share of the world’s re-
newable energy production capacity 
at 1,230 GW, solar and wind energy 
continued to dominate new electricity 
generation. Together, these two tech-
nologies contributed 88 percent of the 
increase in all new renewable gener-
ation capacity last year. Solar energy 
saw 19-percent growth overall. The 
generation capacity for wind energy 
rose by 13 percent.

“This continued progress is anoth-
er testament of renewable energy’s re-
silience,” says Francesco La Camera, 
director-general of IRENA. “How-
ever, despite the encouraging global 
trend, our new World Energy Transi-
tions Outlook shows that the energy 
transition is far from being fast or 
widespread enough to avert the dire 
consequences of climate change.”

08

KARSTEN ROSCHER, Head of Dependable 
Perception & Imaging, Fraunhofer Institute for  
Cognitive Systems (IKS) 
“For nearly a decade now, it’s seemed like the 
market launch is just a year away. Mastering every-
day situations safely is a huge challenge, though – 
even for the seemingly almighty AI. Human drivers 
perform exceptionally well in unfamiliar situations, 
which makes them difficult to replace. That’s why 
this will happen in small steps, especially in Eu-

rope, and the experience gained will be incorporated into the subse-
quent development and safeguarding cycles.” 

PROF. STEFAN BRATZEL, Director, Center of 
Automotive Management 
“Creating the legal framework is an important 
step, but it will still be a while until robo-shuttles 
are comprehensively launched on public roads. 
In particular, the technology isn’t mature enough 
yet for smooth commercial operations. However, 
autonomous vehicles will soon be operational on 
suitable sections of road or in certain urban ar-
eas – initially at slow speeds and largely separate 
from other traffic. And that’s a good thing.” 

DR. MARCUS BOLLIG, Managing Director, 
 German Association of the Automotive Industry 
(VDA) 
“By adopting these regulations, we’ve now es-
tablished all the necessary legal conditions for the 
mobility of the future. This makes Germany the first 
and only country in the world with a comprehen-
sive legal framework for automated and networked 
driving. It’s now vital that we implement the law 
and regulations quickly and revamp our infrastruc-

ture accordingly. For this to happen, the federal states now need to act 
to grant permits for the relevant operating areas.”

AUTONOMOUS DRIVING

Many small steps
The German government has established the legal framework for 
autonomous driving at SAE Level 4, where a car independently 
handles all driving tasks. Is a market launch imminent? 
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RECYCLING

Completing the cycle 
Mercedes-Benz is working to expand the recycling 

of car batteries in Germany. The company plans to complete 
the raw material cycle with a dedicated factory.

Mercedes-Benz is investing in the future of batteries. The automo-
tive manufacturer is setting up its own battery recycling factory in 
the southern German town of Kuppenheim. They aim to achieve 
a recovery rate of 96 percent using the hydrometallurgy process, 
thus enabling a holistic circular economy for battery materials.

The new factory will one day cover the entire process chain of 
battery recycling, from developing logistics concepts and sustain-
ably recycling raw materials to re-integrating recycled materials 
into the production of new batteries. The construction will consist 
of two stages, with a plant for mechanical disassembly to be com-
pleted by 2023. The plants for the hydrometallurgical processing 
of battery materials are then to be commissioned in a second step. 

Mercedes-Benz has also opened a battery plant in the US. Lo-
cated in Bibb County, Alabama, it supply the batteries for the 
new EQS SUV and EQE SUV models. According to the compa-
ny, its production of these high-performance lithium-ion batter-
ies is CO2-neutral. The individual energy storage components are 
assembled in a fully digitalized production process.

CYBERSECURITY

Supporting  
career- 

changers 
VDE, BSKI and GreenTEC Campus 

want to turn lignite mining 
employees into IT experts.

Increasing digitalization is exacerbat-
ing the risk of cyberattacks.  “If we 
don’t catch up here and train skilled 
workers, I see cyberattacks becom-
ing a serious problem,” warned Mar-
ten Jensen from GreenTEC Campus 
at the Hannover Messe (second from 
left). Together with VDE and the Fed-
eral Association for the Protection of 
Critical Infrastructure (BKSI), his or-
ganization wants to set up IT train-
ing programs for those interested in 
changing to a career in cybersecurity 
and protecting critical infrastructures.

The idea is to recruit people who 
previously worked in the Rhineland’s 
lignite mining industry and provide 
them with the necessary expertise. 
In 2021, around 18,000 people were 
employed in lignite mining through-
out Germany. Together with the Quir-
inus Academy and the BSKI office, 
the corresponding programs are to be 
set up locally. VDE, GreenTEC Cam-
pus and the BSKI not only want to 
address the shortage of skilled work-
ers with this project, but also to help 
overcome the challenges of structural 
change, especially in a mining region 
like the Rhineland. 
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CLOUD COMPUTING

Made in Germany 
Lidl’s corporate owner is launching 

its own cloud solution

The Schwarz Group, operator of the German 
retail chains Lidl and Kaufland, is expanding 
with plans to offer a cloud solution in the future. 
The group is marketing its own Stackit plat-
form and opening it up to companies and pub-
lic authorities. The solution has been used with-
in the Schwarz Group since 2019.

“With this service, we’re paving the way for 
a European cloud solution from Germany and 

strengthening the digital sovereignty and com-
petitiveness of our economy,” says Christian 
Müller, board chairman of Schwarz IT.

Stackit’s data centers are located in Germa-
ny and reportedly meet the highest European 
security standards. The Schwarz Group states 
that data security and data protection were top 
priorities during their construction.

AUTHENTICATION

Signature via selfie
The Nect app gives people an entirely automatic method of identifying themselves online based on artificial 
intelligence. We spoke with CEO Benny Bennet Jürgens about the technology’s application areas and the plans 
to develop it further. 

Mr.  Jürgens, Nect enables users 
to identify themselves via an app 
with no personal contact. How 
exactly does it work?
When I go to a bank to open an ac-
count in the traditional way, I present 
my ID to the employee. This doesn’t 
work so easily in online business, of 
course. In such scenarios, we han-
dle the identification of users, wheth-
er it’s in opening a bank account, 
accessing an electronic medical 
record or signing a telecommunica-
tions contract. A user takes pictures 
of their ID document and face with 

their smartphone. Our machine then checks if it is a valid 
ID card and whether the face matches it. To ensure equiva-
lence with in-person inspections, we ensure that the imag-
es were recorded exactly at that moment and that the user 
is a living person rather than, for example, a mask. In this 
way, almost everything that is possible in person can also 
be done remotely.

Who are your customers?
We’re very strong in the insurance industry. Around 80 per-
cent of German health insurance companies use our ser-
vice. We serve other types of insurance companies, as 
well, along with Deutsche Telekom and lottery companies. 
During the COVID-19 pandemic, the Federal Employment 
Agency also used our technology to authenticate unem-
ployment reports. Their customers couldn’t go to the agen-
cy’s offices, after all.

What’s next on your agenda?
The product we just launched is all about qualified electron-
ic signatures that can replace written ones. Signatures like 
these require identity verification at the level of security we 
can offer. Then a document can basically be signed with a 
selfie. That said, we’re also considering offering individual 
parts of our technology separately. Our facial recognition, 
for example, provides a very high level of security. And why 
should we rely on products from China or the US for this 
purpose when German technology is available?

 ä www.nect.de/en

BENNY BENNET 

JÜRGENS,  

CEO at the Hamburg 

startup Nect
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BY MARTIN SCHMITZ-KUHL

When the German government announced its national 
strategy for artificial intelligence in 2018, it had big plans. 
People spoke of a “key to the world of tomorrow” and of 
charting a path to becoming the “world leader”. The mes-
sage was clear enough: it was about nothing less than secur-
ing “Germany’s future as an industrial location”. The strat-
egy defines twelve fields of action for achieving the stated 
goals, research being chief among them. To this end, it calls 
for establishing “a strong, dynamic, flexible, wide-ranging 
and interdisciplinary AI ecosystem that is internationally 
competitive.” This ecosystem has now taken shape in a net-
work of six flagship research institutes located all across 
Germany (see overview on page 16). Having been set up 
over the past three years via project funding, these AI com-
petence centers will be permanently established through 
institutional funding as of July 1.

But does that mean Germany really is on its way to be-
coming the world leader in AI? Not even the competence 
centers themselves answer that question with a definitive 
“yes”. Prof. Antonio Krüger, managing director of the Ger-
man Research Center for Artificial Intelligence (DFKI), 
points to “some top-class people – internationally recog-
nized! – who are involved at the highest level”. Prof. Kath-

arina Morik, spokesperson of the competence center in 
Dortmund/Bonn, reports that “outstanding individu-
al achievements” have been made. That said, none of the 
new centers can claim that the German AI ecosystem has 
crystallized into a stable structure. And Prof. Klaus-Robert 
Müller, co-director of the Berlin Institute for the Founda-
tions of Learning and Data (BIFOLD), stresses that while 
German AI research can hold its own globally, it can only 
be described as good in proportion to the resources at its 
disposal. After all, it’s not only the Chinese and Americans 
who are investing much more in research. “My colleagues 
in Montreal receive at least ten times as much funding as 
we do here in Berlin,” Müller laments. He wants this to be 
clear to all the people in charge who are boasting about 
Germany becoming a world leader.

Only 15 of 100 AI professorships filled

Krüger, Morik and Müller agree that there is a shortage 
of professors in Germany who not only do research on ar-
tificial intelligence, but can teach it, as well. The demand 
for skilled workers is huge. But where are they supposed to 
come from when even the new competence centers often 

READY, SET,
RESEARCH! 

The German AI competence centers will be receiving institutional support starting this summer in accor-
dance with the AI strategy set by the previous federal government. If the country is really to be a world 
leader in artificial intelligence, however, this should only be the beginning – and that’s something the new 
government knows, as well.
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have no more than a handful of professors? At the begin-
ning of May, it was announced that the AI strategy’s pro-
gram to fill 100 additional professorships had been suc-
cessfully completed. It’s unclear, however, whether this 
refers specifically to the professors so urgently needed in 
the field of AI. “We don’t need ‘hyphenated’ AI profes-
sors – people from other disciplines who only use AI – but 
people who work in AI themselves, meaning in developing 
and advancing new methods,” Morik stresses. 

Another problem is that it wasn’t possible to advertise 
open positions until the institutional funding started flow-
ing. As a result, only 15 of the 100 professorships have been 
established in the university competence centers, mainly in 
Munich and Tübingen. Only the financially strong states of 
Bavaria and Baden-Württemberg had the resources and 
the political will to push ahead and invest in expanding the 
personnel in their competence centers. For everyone else, 
the “hunt” (as Morik puts it) for the few experts available 
has only just begun. And the centers are competing not 
only with each other, but also with other locations all over 
the world – no easy task when people can choose whether 
they want to go to Dortmund or Dresden or to Cambridge 
or Granada. “It really is a question of how we can get new 
professors, because a normal job posting is definitely not 
going to cut it,” Morik concludes. To acquire good peo-
ple, you have to be attractive. To be attractive as a location, 
however, you have to have good people already. “It’s a real 
dilemma,” Morik admits.

Is it competition that stimulates business, 
or cooperation?
This competition among the German AI centers does not 
serve the mission for which they were set up. Former Min-
ister of Education and Research Anja Karliczek (CDU) in-
troduced a coordination unit that was supposed to facilitate 
cooperation within the network in the name of a joint na-
tional strategy. However, Karliczek failed to provide this of-
fice with the appropriate funds, as Morik notes with some 
annoyance – after all, it was she herself whom the minister 
entrusted with the coordination effort. Prof. Müller push-
es back here a bit, stressing that he has always exchanged 
information with colleagues anyway, that research should 
know no borders, and that a certain level of competition 
among the centers could surely stimulate their business 
and research (see interview at https://dialog.vde.com/en). 
On the whole, though, he agrees with Morik and Krüger 
that a coordinated approach and a common public image 
would be useful. “Especially since we want to operate AI 
at scale in Germany. The network of personal relationships 
between individual professors is simply not going to get us 
there,” Morik points out.

PROF. KLAUS-ROBERT 
MÜLLER,  
Berlin Institute for the Foundations 
of Learning and Data (BIFOLD)
Our AI research can certainly hold 
its own on the international stage. 
So far, many of the important 
ideas in AI have come from Ger-
many. At best, however, we can 
only be called world leaders in re-

search in proportion to the resources available to 
us. One thing needs to be clear to everyone: if 
we received more funding in Germany, we could 
achieve much more!

PROF. KATHARINA MORIK,  
Lamarr Institute (formerly ML2R, 
Rhine-Ruhr)
“We’ve made outstanding individ-
ual achievements in AI research 
in Germany, but they haven’t yet 
come together to form a stable, 
networked AI ecosystem. Above 
all, though, we have far too few 
professors overall who not only 

apply AI or deal with the subject in some way, 
but also actually develop and advance corre-
sponding methods.”

PROF. ANTONIO KRÜGER,  
German Research Center for  
Artificial Intelligence (DFKI) 
“In Germany and the rest of Eu-
rope, we still have an attractive-
ness problem that prevents us 
from being able to bring the best 
people here. We also need to do 
better at bringing our innovations 
into the world of business. Here, 

we should focus more on startups, but also on 
the SMEs that form the backbone of German in-
dustry.”

https://dialog.vde.com/en
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This brings us back to the €50 million that are now to 
be spent on the competence centers each year. And back to 
the AI strategy, which calls for an amount 100 times larger 
to be allocated for artificial intelligence research from 2019 
to 2025. This has people at the competence centers won-
dering why their institutions – the “flagships of German AI 
research” – are getting such a relatively small piece of the 
€5 billion pie (Morik: “I’d like to know where all the money 
is going”). Will the money actually be used to make Ger-
many a world leader in AI? The latter question also piqued 
the interest of German parliament member Dr.  Anna 
Christmann (The Greens), who requested corresponding 
information from the German government last September. 
The answer: of the €5 billion allocated for the AI strategy, 
almost €3.5 billion have been included in the budgets of 
the federal ministries to date. Of that amount, however, just 
€346.5 million – less than 10 percent – have been spent. 
In Christmann’s unvarnished opinion, the federal govern-
ment’s “supposed modernization offensive” thus stands in 
“stark contrast to its miserable record on future-oriented 
technologies”. She herself is no longer a member of the 
parliamentary opposition, by the way, but rather the coor-
dinator for the digital economy and startups in the Minis-
try for Economic Affairs. This makes her partially respon-
sible for ensuring that the money is spent and received, and 
nearly a quarter of the total AI funding (just under €1 bil-
lion) is contained in her own ministry’s budget. 

The change of government at the beginning of Decem-
ber would have been a good time to get things going in 
other ministries, too, especially in the Ministry of Educa-
tion and Research. While Angela Merkel’s grand coalition 
already put in place a national AI strategy in its first six 
months in office, the new coalition of the SPD, the Greens, 
and the FDP has not done much on AI in the same period. 
After multiple requests for comment, a spokesperson for 
the Ministry of Education and Research responded in late 
May that it was hard at work implementing the AI strate-
gy and promoting the ongoing development of the compe-
tence centers. “Further measures are planned and will be 
announced in a timely manner,” she stated.

German government relatively 
silent on AI thus far
At the time of this writing, the exact nature of these mea-
sures remains unclear. Prof. Krüger, the head of the DFKI, 
nevertheless suspects that technology transfer in particu-
lar could be accelerated under the new liberal leadership 
at the Ministry of Education and Research. It was just last 
year that Dr. Thomas Sattelberger, then spokesperson for 
the FDP parliamentary group for research and innovation, 
caused a stir when he called the DFKI a dinosaur, “slug-

gish and hardly innovative”. And this is meant to be the 
business-oriented AI competence center that, unlike the 
university-affiliated centers, has devoted itself entirely to 
applied research and technology transfer. If this center fo-
cuses too much on developing prototypes instead of actu-
ally bringing them to market, as Sattelberger criticized at 
the time, what could be said about the other five – alleged 
or actual – “ivory towers”?

Germany has long had an indisputable reputation for 
good (foundational) research, but the country falls short 
when it comes to “cashing in” on its own innovations in 
the form of products. While this problem is by no means 
limited to artificial intelligence, Antonio Krüger, Kathari-
na Morik and Klaus-Robert Müller openly admit that it 
does affect their field. The reasons for this are manifold, 
however, and it wouldn’t be fair to blame the research cen-
ters. Morik stresses that it wouldn’t be possible to train 
enough skilled workers to transfer AI expertise to indus-
try and business. Müller, meanwhile, points out that ven-
ture capitalists are too risk-averse, which leaves startups 
with too little money to make big innovations happen. And 

Innovation-oriented research
According to Dr. Sabine Jeschke, CEO of the KI Park as-
sociation in Berlin, Germany has taken important struc-
tural steps in recent years to reinforce its status as an AI 
research location. “In order to take on a leading role in in-
ternational competition, however, we have to retain and 
empower the best talent by providing for the right over-
all conditions.” She sees research as something to be 
 approached with innovation in mind. 

This would require the creation of AI ecosystems in 
which cutting-edge research, industry and the latest 
technologies came together with suitable data sets, in-
frastructures and business models, as well as econom-
ic use cases and socially relevant fields of application. 
All with regulations designed to create trust while pro-
moting an empowering culture, Jeschke adds. “By es-
tablishing the KI Park last October, we created the kind 
of ecosystem needed to begin applying AI successful-
ly and further strengthen Germany and Europe as a lo-
cation for AI innovation.” In addition to companies and 
organizations such as Volkswagen and Deloitte, VDE 
is one of the association’s twelve founding members. 

More information at:

 ä https://kipark.de/en

https://kipark.de/en


A network 
for research 
A central element of Germany’s national AI 
strategy is the establishment of six competence 
centers across the country. But what do they 
actually do? An overview.

ML2R stands for “machine 
learning” and the Rhine 
and Ruhr rivers, which flow 
through Bonn and Dort-

mund. In addition to the two cities’ main universities, 
two Fraunhofer institutes are involved. As of the re-
lease of this issue, however, ML2R will have been re-
named the Lamarr Institute – after the inventor and 
Hollywood actress Hedy Lamarr. The institute is still 
quite small, but there are three unique selling points 
to highlight. First, it emphasizes the hardware as-
pect; second, it focuses on obtaining information in 
energy-efficient ways; and third, it coordinates all the 
other AI centers.

 ä www.ml2r.de/en

The German Research Center 
for Artificial Intelligence (DFKI), 
headquartered in Kaiserslaut-

ern, is quite different from the other AI centers. It 
was founded as a non-profit public-private partner-
ship in 1988 and is considerably larger, with sever-
al locations in multiple German states. It also focus-
es primarily on applied AI research and transferring 
knowledge into the economy rather than on basic re-
search. Around 90 percent of the some 300 projects 
the DFKI has running in parallel are partnerships with 
industry that currently involve just under €80 million 
per year. 

 ä www.dfki.de/en/web

The competence center in 
Tübingen is a joint institute run 
by the local university and the 

Max Planck Institute for Intelligent Systems. Its cen-
tral goal is to develop robust, intelligent learning sys-
tems, which are one of the main deficits in today’s 
algorithms. With 13 professorships so far, the cen-
ter is embedded in Cyber Valley, which describes it-
self as “Europe’s largest research consortium in the 
field of artificial intelligence with partners from sci-
ence and industry”, and in the leading European AI 
research network ELLIS. 

 ä https://tuebingen.ai

ML2R
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MARTIN SCHMITZ-KUHL 

is a freelance author from Frankfurt am Main, Germany, and an editor of VDE dialog.

In order to establish the Na-
tional Competence Center 
in Berlin, two established 

university institutions were merged in 2019: the Ber-
lin Big Data Center and the Berlin Center for Ma-
chine Learning. Their focus areas – big data and ma-
chine learning – are the key technical aspects of AI. 
The way in which it unites these two specializations 
in one location sets BIFOLD apart from the other AI 
centers. Aside from that, BIFOLD undoubtedly has 
a great advantage thanks to the startup ecosystem 
in Berlin and the city’s general appeal.

 ä https://bifold.berlin

With locations in Dresden and 
Leipzig, Saxony’s competence 
center for big data has focused 

its basic research on closing the gaps between the 
efficient use of big data, advanced AI methods and 
knowledge management. Founded in 2014 as the 
Center for Scalable Data Analytics, it was expand-
ed to include AI in 2019 as part of the federal gov-
ernment’s AI initiative. This center is also still “under 
construction” and not very large – for the time be-
ing, at least.

 ä https://scads.ai

Krüger laments the apparent lack of entrepreneurial spirit 
among young people, along with the general absence of a 
startup culture in German society. “There’s certainly still 
room for improvement in that respect,” he says. 

At the same time, all of them insist that Germany is 
heading in the right direction. The DFKI is already imple-
menting 90 percent of its projects in close cooperation with 
industrial partners. The city of Berlin has been focusing 
on becoming a more attractive place for startups for years 
now, having long since recognized its particular advantag-
es in this area. Other places, including the Rhine-Ruhr re-
gion, are also making every effort to arrange strategic part-
nerships with industrial firms. In addition, there are outside 
initiatives such as the KI Park network, of which VDE is a 
founding member and a permanent member of the admin-
istrative board (see box on page 17).

However, the future of AI research will depend in no 
small part on how the government handles the topic going 
forward. Will the industry gain momentum, as many hope, 
and command more attention? Or could current challeng-
es and financial burdens such as the COVID-19 pandemic 
and the war in Ukraine halt its progress, as others fear? The 
resignation of one Thomas Sattelberger could be regard-
ed as a bad sign in this context. After the recent change of 
government, the once critical FDP lawmaker saw himself 
moving up in the world. He became not only Parliamenta-
ry State Secretary in the Federal Ministry of Education and 
Research, but also the commissioner in charge of science 
transfer and scientific startups – a position that was special-
ly created for him. Among other things, he planned to set 
up the innovation agency DATI, but it didn’t quite get off 
the ground because the Budget Committee refused to al-
locate the necessary resources. Sattelberger stated that his 
departure at the end of May was due to personal and health 
reasons. However, his decision could also be interpreted 
as a “veiled political protest” (as posited by the Tagesspie-
gel newspaper). As of this issue’s editorial deadline, Sattel-
berger had at least not gone as far as to refute this theory.

With its “Hightech Agen-
da”, Bavaria is pulling out 
all the stops to establish 

the state as a technology hot spot: the Munich Quan-
tum Valley and the Center for Responsible AI Tech-
nologies have been founded this year alone. Thanks 
to the support of the affluent state government, the 
MCML has quickly become the largest university AI 
competence center in Germany. Its research focuses 
on the basics of machine learning, perception, com-
puter vision and natural language processing, as well 
as domain-specific machine learning.

 ä https://mcml.ai

You can find a more detailed interview on the topic 

of AI research with Prof. Klaus-Robert Müller from 

Berlin’s BIFOLD institute here:

 ä dialog.vde.com/interview-mueller 

MCML
Munich Center for Machine Learning
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TRUST IN AI

Looking 
into the 

black box
The decisions made by artificial intelligence 
are often difficult to understand, which can 

act as a deterrent. Businesses and 
researchers are thus striving to make AI 
more transparent. VDE, for example, is 

contributing a specification that will make it 
possible to measure whether systems 

conform to certain values.
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BY MARKUS STREHLITZ

People’s perception of artificial intelligence could be bet-
ter. Its great potential is constantly touted, but it tends to 
suggest something vaguely threatening, as well. AI is often 
seen as a mysterious, uncanny force. Reports of discrim-
inatory algorithms reinforce this image. Past examples of 
AI systems demonstrating prejudice against people of cer-
tain backgrounds have caused a stir, including in compa-
nies’ recruiting efforts or banks’ practices in issuing loans. 

Detailed studies were required to reveal the underlying 
reasons. In many of these cases, the training data itself was 
already discriminatory, and the AI perpetuated the bias-
es at hand.
The fundamental challenge here is that it’s often impossi-
ble to understand how an AI produces its results. Such sys-
tems aren’t programmed in the conventional way; they are 
trained. And the more complex the AI is, the less transpar-
ent its decision-making processes become. The neural net-
works used in deep learning are like a black box. This makes 
it difficult to trust solutions based on such technology.

As a result, many companies, research institutes and ini-
tiatives are currently working on explainable AI. Various 
approaches are being taken to let some light into the black 
box, or at least find ways to increase trust in AI. IBM, for 
example, has compiled a set of tools to make AI decisions 
comprehensible. AI Explainability 360 uses a variety of ap-
proaches, just like we explain decisions to people in dif-
ferent ways in our everyday lives. We use examples and 
counter-examples, refer to rules or highlight certain char-
acteristics. For instance, a doctor using AI for diagnostics 
may find it helpful if the system shows certain cases that 
are similar to or completely different from their current pa-
tient. A bank customer whose credit application has been 
rejected will want to know what the underlying criteria were 
and what parts of their application need to be changed.

For potential users, AI needs 
to be trustworthy
IBM’s set of tools includes algorithms for case-specific 
thinking and “post-hoc explanations”, which make certain 
decisions comprehensible in retrospect. For example, one 
of the algorithms explains not only why a given result was 
obtained, but also why another was excluded.

The US healthcare network Highmark Health uses this 
AI to analyze patient data. The aim is to identify the risk of 
sepsis in patients at an early stage and initiate appropriate 
countermeasures. To this end, data scientists created a cor-
responding model that also includes insurance data. The 
explainable AI technology makes the results transparent 
while also ensuring that any biases are detected. 

In principle, trust in AI is relevant in every area in which 
it’s used. Those who use AI in industrial settings need to be 
able to rely on these systems just like healthcare and finance 
employees do. That’s where the startup IconPro comes in. 
It uses AI methods to evaluate image data for quality con-
trol and to safeguard production processes. The results us-
ers receive might include a forecast of expected quality or 
a suggested optimization.

CEO Markus Ohlenforst knows that user confidence in 
AI is important. IconPro therefore lists the biggest influ-
encing factors after each round of AI model training and 
shows how they will affect the model’s output. “If a com-
pany is interested, we offer this initial analysis for free,” 
Ohlenforst explains. “The results we produce then include 
the most important contributing factors.” These could in-
clude certain settings on a manufacturing machine that are 
causing it to produce defective goods. “When our custom-
ers see that this information is accurate, it helps them to 
start trusting the technology.”

Safe, reliable AI can save lives

A factory that produces defective goods leads to unneces-
sary costs and stress; when AI is used in vehicles, however, 
human lives are at stake. Autonomous driving in particu-

AI that understands people

The European network HumanE-AI Net wants to devel-
op a human-centered AI with ethical values. It is working 
on an AI that knows what people need and helps them 
accomplish their tasks, with the human always retaining 
control. The aim is to create AI systems based on the eth-
ical, legal, democratic and cultural values of the Europe-
an community. The synergy between humans and ma-
chines is intended to create confidence in the technology.
HumanE-AI Net brings together various companies and 
scientists under the leadership of the German Research 
Center for Artificial Intelligence (DFKI). The collaborative 
project involves 21 European countries and 53 project 
partners, including major companies such as Airbus, SAP, 
Philips and Thales. The EU is providing the network with 
€12 million in funding. 

 ä www.humane-ai.eu

https://www.humane-ai.eu
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lar would be impossible without artificial intelligence. Ev-
eryone on the road needs to be sure that the AI will prop-
erly analyze its surroundings and make the right decisions. 
The Fraunhofer Institute for Cognitive Systems (IKS) is 
among the research institutes working on this. Here, the 
goal is less about demystifying the black box and more 
about making the entire system safe and reliable by in-
stalling appropriate monitoring channels. The AI calculates 
several route alternatives based on information from var-
ious vehicle sensors. Conventional algorithms then check 
whether the routes are safe.

The many other locations doing research on the use 
of AI in engineering include the Fraunhofer Institute of 
Optronics, System Technologies and Image Exploitation 
(IOSB), KIT and the FZI Research Center for Informa-
tion Technology, which have joined forces to found the 
Competence Center Karlsruhe for AI Systems Engineer-
ing (CC-KING). “AI engineering aims to make artificial 
intelligence and machine learning usable in a manner sim-
ilar to conventional engineering,” says Professor Jürgen 

Beyerer, the center’s scientific director. Among other sub-
jects, CC-KING focuses on making system behavior pre-
dictable and ensuring that decisions can be explained. The 
objective is to develop a standard procedure for AI engi-
neering. 

Can artificial intelligence act in 
line with certain values?
The basis for trust in AI, however, is the ability to even rec-
ognize how transparent a system is – and to do so accord-
ing to standardized criteria. VDE has decided to tackle this 
challenge. The association wants to create a VDE SPEC 
that will make it possible to measure how well AI systems 
comply with certain values. “We’re using the well-known 
energy efficiency labels for household appliances as a mod-
el,” says Sebastian Hallensleben, VDE’s leading AI expert 
and head of the VDE SPEC AI Ethics project. “We use a 
scale from A to G to show how a system meets specific re-
quirements.” This scale is then applied to different catego-

Increasing acceptance of algorithms in everyday life
Can a computer make its own decision in these areas? The Bertelsmann Foundation posed this question in representative 
studies in 2018 and 2022. The trajectory of the “yes” answers (see chart) shows that acceptance of automated decisions has 
grown in almost every application area. The data also reveals that people have fewer reservations about (partially)  automated 
decisions in areas that have relatively little social impact. 
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Tailoring advertising displayed to users on the Internet

Facial recognition in video surveillance of public spaces 

Spelling and sentence structure checks in word processing

Tailoring news and current events displayed to users on the Internet

Selection of possible partners on online matchmaking sites 

Evaluating creditworthiness 
 (i.e. to determine whether someone gets a loan)

Finding irregularities in tax returns 

Pre-selection of applicants based on certain criteria, 
such as grades or professional experience

Planning police operations by calculating 
which areas have a higher risk of burglary

Diagnosing diseases based on certain symptoms

Assessing the risk of a criminal becoming a repeat offender  
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ries such as transparency, fairness and robustness to show 
users how closely a solution conforms to relevant specifi-
cations. 

As a scientific basis, the experts are relying on the VCIO 
model, which defines values, criteria, indicators and ob-
servables in a tree structure. At the top is a particular val-
ue, such as transparency. This is followed by specified cri-
teria – the origin and characteristics of the training data or 
the comprehensibility of the algorithm, for instance. 

“A set of questions is then defined for each of these 
criteria in order to refine everything. There’s also a whole 
range of possible answers for each question,” Hallensle-
ben explains. This is how a result is produced for a single 
category. These findings are of interest to more than just 
users, as well; AI developers can also gain insights from 
them. They can see what is needed to improve the system 
in question and improve its fairness rating (for example) 
from level E to level A.

Explainability has its limits, 
especially in individual cases
Bosch, Siemens, SAP, BASF and TÜV Süd are involved in 
the SPEC development. On the scientific side, the partici-
pants include the think tank iRights.Lab, the Karlsruhe In-
stitute of Technology and the Ferdinand Steinbeis Institute, 
as well as the universities of Tübingen and Darmstadt. The 
consortium aims to develop a universally binding, interna-
tionally recognized trust label for AI. An initial version of 
the label published by VDE at the end of April drew plen-
ty of attention. 

Hallensleben emphasizes that it is not a standard speci-
fying how fair or transparent AI systems must be. That de-
pends not only on the application in question, but also on 
political decisions. Instead, the VDE SPEC is meant to en-
sure that compliance with such values becomes measur-
able in the first place. 

“This will provide a better basis for deciding whether or 
not to use AI for a specific application,” Hallensleben says. 
For example, if a company wants to use a particular system 
to process credit applications, it can look to the transparen-
cy classification on the label – and reconsider its choice if 
necessary. However, lawmakers could also specify the lev-
els a solution must achieve on the AI trust scale in order to 
be used for a certain purpose.

It’s clear that there are many approaches to making arti-
ficial intelligence a bit more comprehensible. Explainabili-
ty does have its limits, however. While it may be possible to 
create transparency by revealing things like the data used to 
train an AI, we still can’t explain why this data leads an AI 
to reject loan applicants in individual cases – at least when 
complex systems like neural networks are involved, as Hal-

lensleben reports. “We have no idea whether this is even 
fundamentally possible with neural networks,” he admits.

In the end, opening up the black box entirely may not 
be absolutely necessary in every case. After all, we use AI 
because it delivers results or does things that other systems 
can’t, even if its mode of operation isn’t readily apparent. 
Perhaps artificial intelligence will always remain a bit mys-
terious in that regard.

Credit applications: Knowing whether an AI application is attuned to and 

compliant with certain values helps in deciding whether to use it.

MARKUS STREHLITZ

is a freelance journalist and editor for VDE dialog.P
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Artificial intelligence and ethics: 

VDE expert Dr. Sebastian Hallensleben 

discusses work on the AI trust label

 ä dialog.vde.com/interview-hallensleben 

https://dialog.vde.com/interview-hallensleben


TITLE ARTIFICIAL INTELLIGENCE

22

ENERGY TRANSITION

A smart 
power grid
To successfully decarbonize, we need more 
electricity – and it needs to be intelligently 

distributed. Only then can the many small power 
generators, battery storage systems and electric 

cars be integrated in a stable manner.  
Real-world use cases are showing how artificial 

intelligence can help.
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BY TIM SCHRÖDER

Everything used to be so simple. Electricity was generat-
ed in large power plants and transported across the coun-
try to towns, villages and buildings via high-voltage power 
lines. Crucially, electricity flowed in only one direction – 
from power plants to consumers. This longstanding system 
is now being turned upside down. With biogas plants in 
the countryside, solar panels on rooftops, and wind farms, 
there are thousands of small and large power plants that 
feed in their electricity to be distributed across the power 
grid. Households with photovoltaic systems on their roofs 
no longer merely consume electricity; they also generate it 
and pump it back into circulation. 
The problem is that the local distribution networks in vil-
lages and towns have operated in a simple manner without 
much communication technology. The extra-high-voltage 
grid, which carries electricity over long distances, is closely 
monitored and controlled. At the municipality level, how-
ever, electricity flows to customers like a river with no de-
tailed monitoring of their status or that of the grid. That will 
no longer be possible in the future. With households feed-
ing in electricity from their solar panels and electric vehi-
cles greatly increasing consumption in residential areas, the 
grid is becoming more dynamic than ever before. For ex-
ample, if many residents in a single area one day connect 
their electric cars to power outlets after work, the local net-
work can quickly get overloaded. The solution? Local dis-
tribution networks that work hand-in-hand with customers. 
One way to achieve this in the future is by using artificial 
intelligence to coordinate the supply of power from several 
plants with the current consumption and align both to the 
larger power grid. This will require new sensors, and feed-
in systems and consumers will also need to be integrated. 

Smart meters: finally on the market 
after over 15 years of development
The concept isn’t new. People were already talking about 
smart meters that could communicate with the power grid 
via a router 15 years ago. One of the first ideas that caught 
on was to have smart meters turn on devices when elec-
tricity was cheap on the energy exchanges. For a long time, 
though, customers weren’t really involved in the conversa-
tion. “The demands placed on smart meters were high,” 
recalls Prof.  Sebastian Lehnhoff, board chairman of the 
OFFIS Institute for Information Technology in Oldenburg. 
“They were supposed to do lots of things at the same time.” 
In addition to following the price of electricity, for example, 
they were expected to help stabilize the power grid. They 
also needed to be secure against hacker attacks and trans-
mit data in an encrypted manner. Furthermore, the ques-

tion of how smart meters would protect people's data re-
mained unanswered for years. It was feared that the devices 
could reveal a great deal about residents’ habits. “The de-
velopment took an extremely long time,” Lehnhoff affirms. 
“It was a difficult process.” 

In the meantime, local networks have undergone a 
change or two. Transformers are now being equipped with 
sensors and communication interfaces, and there are smart 
meters on the market that are versatile and safe. “For about 
two years now, this technology has been spreading much 
faster than before,” Lehnhoff reports.

The roadmap “Towards a climate protection grid by 
2030”, which was presented by the Forum Network Tech-
nology/Network Operation in VDE (VDE FNN) at the 
end of March, is meant to solidify this progress. It explains 
that a crucial factor in climate-neutral electricity is an in-
telligent measuring system that controls customer appli-
cations such as heat pumps and wallboxes in a targeted 
manner. Electricity consumption needs to be postponed to 
times of day when plenty of renewable energy is available. 
“We have the technology for the necessary infrastructure. 
The rollout is underway,” the roadmap states. “However, 
it is still not clear who has what rights and obligations and 
which incentives should be set to encourage end custom-
ers to participate.” 

As valuable as a small power plant: 
swarms of batteries and charging stations
A project led by Lehnhoff’s OFFIS colleague Prof. Astrid 
Nieße is showing what attractive solutions for more intel-

“Our software learns 
the tendencies of a 
local network down to 
the smallest detail.”

TODOR KOSTOV 

Founder of Reasonance GmbH
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ligent local networks might look like. Nieße, an executive 
board member of the energy R&D division at OFFIS, col-
laborated with the startup be.storaged to develop software 
agents for battery storage like the ones used in electric car 
charging stations. To promote electromobility even in plac-
es with poorly developed power grids, it makes sense to 
equip charging stations with batteries that can charge elec-
tric vehicles in the event of grid issues. The software agents 
add an interesting dimension to this simple battery func-
tion by configuring battery storage for electricity trading – 
thus creating a completely new business model in the pro-
cess. When the electricity price is high, the agent tells the 
charging station to sell power from its battery. When the 
price is low, the battery is charged. What makes the ar-
rangement even more unique is the agents’ ability to com-
municate with each other and thereby link many batteries 
in a region to form a swarm. This swarm acts as a complete 

system and can feed in or consume large amounts of elec-
tricity as needed. In the future, intelligent software agents 
will also be able to learn the typical usage profile of each 
charging station – for instance, how much electricity vehi-
cles consume on which days and at what times. The agents 
will be able to use this data to determine how much pow-
er can be delivered to the network and when. A swarm of 
charging stations ultimately functions like a small power 
plant in the grid, meaning it can one day also be used for 
nationwide power plant planning – also known as the dis-
patch system. In dispatching, all the power plant operators 
in a region coordinate how much power each plant will 
produce one day in advance. They take both the expect-
ed price of electricity and the power plants’ costs (such as 
the price of coal or natural gas) into account. The dispatch 
process produces a precise timetable for all power plants 
that indicates when each plant will be switched on and how 

Energy Lab 2.0, a project spearheaded by the Karlsruhe Institute of Technology, is examining the intelligent networking of environmentally friendly 

energy producers and storage methods. At the heart of the research is a digital twin that is being used to simulate the challenge of keeping the grid 

stable once the large coal-fired power plants go offline. 
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long it will feed in electricity, as well as the output at which 
it will operate. Once they are linked into a swarm, it’s also 
possible to use charging station batteries for dispatching.

If a charging station is unable to supply power because 
its battery is too low, the agents automatically determine 
which charging station will provide more. “The big ad-
vantage of this distributed intelligence is that the technol-
ogy is more robust than a large control center that con-
trols everything,” Prof. Nieße explains. If the control center 
were to fail, the entire system would come to a standstill. 
At most, only individual software agents in charging sta-
tions can fail using the agent concept. Another advantage 
is that it doesn’t require a huge amount of data to be sent 
back and forth between a control center and hundreds of 
charging stations because the agents coordinate with each 
other directly. According to Nieße, the way in which they 
help minimize data transfers makes such approaches to on-
site data processing crucial for the intelligent power grid 
of the future.

Predicting power consumption 
with a city’s digital twin
A Karlsruhe startup (and VDE member) is also aiming to 
make local networks more intelligent. Reasonance is devel-
oping software that can very precisely analyze who is cur-
rently consuming and producing electricity in a given lo-
cal network. At present, this kind of analysis is still more or 
less impossible. Local utilities only have a general overview 
of what is happening overall – a balance of electricity con-
sumption and production. There is barely any detailed in-
formation on the amount of power individual transformer 
stations are feeding in and when. “Our software makes it 
possible to analyze the share each one is contributing bit by 
bit,” says Reasonance founder Todor Kostov. Since its soft-
ware also relies on sensor data, the company is cooperating 
with local utilities in Baden-Württemberg that have retro-
fitted their local network transformers with corresponding 
sensors. Data from photovoltaic systems is also evaluated, 
and smart meter data is to be incorporated in the future. 

Local utilities have to estimate their future power con-
sumption at regular intervals and purchase electricity ac-
cordingly. These calculations are often based on histori-
cal values. However, the constantly increasing number 
of private photovoltaic installations, battery storage sys-
tems, electric cars and heat pumps is making such esti-
mates more and more difficult. This can result in utilities 
over estimating power consumption and ordering too much 
electricity. In the worst case, the surplus has to be resold 
below value. This is where Reasonance’s technology comes 
in. The local network sensors provide it with a very precise 
overview of who feeds in and consumes certain amounts 

of electricity and when. This information is processed in a 
digital twin – a computer model of the local network – and 
combined with a variety of parameters that influence the 
state of the grid: the temperature, the position and angle of 
the sun, and power loss caused by inverters that convert the 
direct current from photovoltaic systems into alternating 
current. Machine learning techniques help the software de-
velop a highly detailed understanding of the local network’s 
tendencies, and its analysis takes place automatically. This 
leads to much better estimates of, say, a city’s expected 
power consumption than historical data would produce. 
“We can analyze lots of other things, too,” Kostov says – 
such as how a new cogeneration unit or a certain number 
of electric cars will affect the electricity grid.

Only grid-friendly components 
have long-term viability
A digital twin is also the centerpiece of the Karlsruhe In-
stitute of Technology’s Energy Lab 2.0, which is examin-
ing how to operate large power plant components and elec-
trotechnical elements in the power grid of the future. The 
key concept here is grid-friendly operation. In the future, 
individual components are to contribute more than ever 
to maintaining the stability of such networks. This is chal-
lenging because the power grid is a finely tuned physical 
system in which the oscillation frequency of the alternating 
current can deviate only minimally from the norm. Other-
wise, there will be a power failure. The voltage, power out-
put and frequency in the power grid have thus far been sta-
bilized by rotating the large power generators in coal-fired 
power plants. These massive components turn at 50 revo-
lutions per second at 50 hertz, which means that the alter-
nating current in the power lines also oscillates constantly 
at 50 hertz. In light of the increase in photovoltaic systems, 
wind turbines and many small, decentralized power gen-
erators, the large coal-fired power plants will be taken off 
the grid in Germany by 2038 at the latest. The power grid 
of the future therefore needs clever new concepts to com-
pensate for the resulting loss of stability. 

Machines that store power 
and release it in seconds
Energy Lab 2.0 is investigating how gas turbines, flywheels 
and supercapacitors – current accumulators that are ca-
pable of releasing energy in seconds – can be used for this 
purpose. The highlight thus far is that the researchers have 
succeeded in digitally imitating the behavior of these ma-
chines in detail. They can thus directly compare the behav-
ior of actual machines with their digital model. That has a 
big advantage according to Giovanni De Carne, head of 
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the Real Time System Integration group. “Only one work-
ing group can work on a machine at a time, but several can 
work on a digital twin. This can accelerate the introduction 
of new energy technologies on the market,” he explains.

The experts involved in Energy Lab 2.0 are testing 
how heavily the machines are stressed in different scenar-
ios and how quickly they can react. Their large flywheel, 
for instance, rotates at 45,000 revolutions per minute. If 
the power grid requires more electricity because power- 
hungry industrial plants are starting operations or electro-
lyzers are being ramped up for hydrogen production, it can 
convert kinetic energy into electricity within seconds – up 
to a full power output of 120 kilowatts per second. That’s 
roughly equivalent to the output of rapid charging stations 
for electric cars. As De Carne emphasizes, the way in which 
Energy Lab 2.0 is combining a digital twin and machine 
learning tools with industrial-size equipment makes it the 
only project of its kind in Europe.

Together, many small plants 
have great potential
In the future, though, not only larger plants will operate 
in a grid-friendly manner; small generators such as pri-
vate photovoltaic systems, power storage systems in home 
basements, and electric cars will, as well. Like swarms of 
charging stations, they collectively have great potential 
that can be harnessed to promote network stability. Ac-
cording to OFFIS researcher Sebastian Lehnhoff, integrat-
ing them into “redispatching” will be crucial in the future. 
Once the actual dispatching has been completed, trans-
mission system operators check the extent to which trans-
porting electricity between producers and consumers will 
strain the various sections of the network the following day. 
The output of certain power plants then needs to be re-
duced or ramped up to compensate. This detailed plan-
ning is referred to as redispatching, and it used to be regu-
lated by large power plants. If a power line was expected to 
be overloaded the following day, the major network oper-
ators throttled the power plant upstream of the bottleneck 
and increased production at the downstream power plant 
in the region with high power requirements.

In the fall of last year, Germany’s “Redispatch 2.0” 
regulation came into force across the nation. Since then, 
smaller network operators and power companies have also 
been required to participate in redispatching – and regu-
late their solar or wind farms accordingly. In the three-year 
“Redispatch 3.0” project, OFFIS and a number of part-
ners are now investigating how private photovoltaic sys-
tems and electric cars can also be integrated in real time. If 
they hadn’t already considered it before, the war in Ukraine 
now has many consumers thinking about replacing their 

gas heating with a heat pump, Lehnhoff says. He reports 
that demand is currently going through the roof, which will 
also shift a great deal of demand from the gas market to the 
electricity market in the coming years. For Lehnhoff, this is 
another development that underscores the importance of 
digitalization and Redispatch 3.0 for the energy transition.
To the mind of Jens Strüker, however, there is a big ob-
stacle in the way. “In terms of digital networking, there’s 
still no continuity from one end of the power grid to the 
other  – from the producer and the transmission system 
operator to the consumer.” Strüker is a professor of in-
formation systems and digital energy management at the 
University of Bayreuth and head of the Fraunhofer Block-
chain Lab. His pet project is examining how to decarbon-
ize the energy system through digitalization. Right now, 
he’s still seeing many communication breakdowns in this 
regard. “If we also want to integrate small producers in a 
grid-friendly manner and use them for redispatching pow-
er, they have to be controllable from the outside. We’re still 
a long way from that.” Germany’s Federal Network Agency 
has its market master data register, which lists most ener-
gy producers with an output of 100 kilowatts or more. Ac-
cording to Strüker, though, this is merely a directory where 
one can register online; no digital interaction is possible. 
“When you register with an Internet provider as a private 
individual, you’re directly connected to the digital world,” 
he says. This should also be implemented for the market 
master data register. That would make it possible to quick-
ly introduce integrated communication across all levels of 
the power grid.

Another shortcoming is that the register is not currently 
linked to the national proof-of-origin portal where opera-
tors register their green electricity plants. “In my opinion, 
this kind of combination is long overdue,” Strüker declares. 
A continuous digital link would not only pave the way for 
Redispatch 3.0 and grid-friendly plant operation. In the 
long term, it would also be possible to determine the level 
of carbon dioxide emissions the electricity in the grid was 
causing at any given time. “You could then control pow-
er plants according to a CO2 signal, for example, to make 
the overall balance particularly climate-friendly,” Strüker 
suggests. That would truly be a major coup for the ener-
gy transition.

TIM SCHRÖDER

is a science journalist in Oldenburg, Germany.
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GENERATIVE AI

Fact or 
fake?

Exposing fakes generated by artificial 
intelligence takes more than just 

technical solutions. Creating trust in 
the digital world is a task for us all.

BY ULRICH HOTTELET

“I advise you to lay down your arms and return to your 
families. This war is not worth dying for.” This call by 
Ukrainian president Volodymyr Zelensky to surrender a 
few weeks after Russia’s invasion of Ukraine spread quick-

ly across the Internet, though it was soon clear that it was a 
fake. The video featured an artificially generated Zelensky 
speaking words the man himself had never uttered. An ex-
ample of artificial intelligence (AI) at work, deepfake tech-P
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nology is a form of machine learning that is trained with 
existing audio and video data to generate deceptively real-
istic new content. This computer-generated creativity has 
advanced considerably over recent years, and the possible 
applications go well beyond fake speeches. Technologies 
capable of churning out mass quantities of “people” and 
fake content make it possible to manipulate the entire dig-
ital realm: imagine fake news reporters influencing public 
opinion, stock market hype being conjured out of thin air to 
bolster share prices, and forged customer reviews distort-
ing competition. Perhaps worse still, fake comments gen-
erated at such a scale in social networks can create the illu-
sion of political majorities, and even courts are vulnerable 
to the falsification of evidence. Can we believe anything we 
see online anymore?

Dr. Sebastian Hallensleben, who runs the Digitalization 
and Artificial Intelligence competence area at VDE, does 
not see things in quite such drastic terms yet. Generative AI 
is expensive and has its limits, he says: “Deepfake technol-
ogy is not yet capable of simulating war footage, for exam-
ple.” Hallensleben sees the primary threat in faked videos, 
images and texts that are combined with mass tweets gen-
erated by bots. “Automation will enable this on a massive 
scale in the future,” he warns. The scalability of generative 
AI is key to its appeal among those who want to abuse it.

Fake images can be both generated and detected by gen-
erative adversarial networks (GANs). These consist of two 
artificial neural networks: the generator and the discrimi-
nator. The generator creates an image, which is then evalu-
ated by the discriminator. The process of constant learning 
through repetition improves the quality of the data gener-
ated.

A digital arms race

This process of constant improvement is making it ever 
more difficult to recognize deepfakes, even with the on-
line tools available for examining videos. Jörn Hees, who 
leads the team for multimedia analysis and data mining 
at the German Research Center for Artificial Intelligence 
(DFKI), fears an arms race between AI-generated fakes 
and the processes used to detect them. “Today’s detection 
methods are based in part on certain tell-tale signs that 
generation processes often leave behind, such as abnormal-
ities in the high-frequency spectral range that are invisible 
to the human eye. The improvements in detection naturally 
feed into the development of new generations of the tech-
nology used to create fakes,” says Hees. This game of cut-
ting-edge whack-a-mole is a familiar one to experts in the 
field of IT security: there, technical progress enables new 
forms of attack, and new defensive techniques are devel-
oped to counter them. Attackers respond by creating new 
offensive methods, and on and on it goes. 

General loss of trust reflected 
in the digital arena 
But the struggle for reliable information is not just a tech-
nical problem, as VDE expert Hallensleben points out. He 
says trust plays an equally important role: an information 
source – for example, a blogger – must appear reputable, 
and transparency and trust enable us to render better as-
sessments in this regard. At the moment, however, doubt 
and distrust are on the rise, says Andreas Kaminski, head 
of the Philosophy of Science & Technology of Computer 
Simulation department at the High Performance Comput-
ing Center Stuttgart (HLRS). “Disinformation often has 

Europe takes on fakes and bots

In the report “Trust in the European digital space in the 
age of automated bots and fakes”, the EU Observatory for 
ICT Standardisation recommends a series of measures 
for building trust and verifying the authenticity of digital 
content. These include:

 • Developing standards that link information with its 
source

 • Developing standards (e.g. protocols and interfaces) for 
bot-resistant pseudonyms

 • Developing a roadmap for the further development of 
standards at EU level

 • Treating the creation of an infrastructure for pseudo nyms 
as a governmental responsibility

 • Political support and ongoing funding for essential in-
novations such as pilot applications for product reviews 
and consumer information, R&D and integration with 
the European Digital Identity

 • Launching pilot innovations in the public sector to es-
tablish the principle of “one person, one vote” (e.g. for 
petitions and consultations)

 • Developing curricula and teacher training to help chil-
dren become digital citizens who can recognize and re-
sist fakes and bots

To the full report:

 ä www.standict.eu/news/trusted-information- 

digital-space

TITLE ARTIFICIAL INTELLIGENCE

https://www.standict.eu/news/trusted-information-digital-space
https://www.standict.eu/news/trusted-information-digital-space
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to do with the lack of relationships between people and 
institutions. A better form of protection would therefore 
be to investigate people’s own negative experiences. Many 
people have felt neglected and overlooked by institutions 
or social groups, and this has harmed their relationships 
with them. For these individuals, simply putting out more 
information on deepfakes is unlikely to help,” he explains.

Identifying fakes: too big an 
ask for individual users
Distrust of bloggers or influencers is one thing. The prob-
lem of trust becomes much more pernicious, says Kamins-
ki, when “faith in democratic institutions is undermined.” 
This can make fake AI-generated content a full-scale so-
cietal threat. 

An EU working group headed by Dr. Hallensleben has 
worked on this very issue and concluded that the tools used 
in Europe to identify artificially generated content are in-
sufficient. The working group’s report makes a series of 
recommendations to political decision makers and other 
stakeholders (see box). “The existing standards are only 
of limited effectiveness, partly because adherence to them 
is voluntary,” says Hallensleben. He is also well aware of 
the weaknesses of the individual measures. State interven-

tion, for example: governments can ban fake content or 
require it to be labeled, he says, but international enforce-
ment is difficult, especially since “the creators are often 
outside the EU.” For Hallensleben, better media literacy on 
the part of users is essential. However: “Deepfake technol-
ogy is becoming so good that individual users will strug-
gle to identify it.” So what can be done? Hallensleben rec-
ommends a new communication platform for citizens that 
would be organized and paid for by governmental institu-
tions. There have already been some initial developments, 
such as the research project “noFake.” According to Hal-
lensleben, what is needed to create more trust on the Inter-
net is not individual ideas, but a broad strategy. “We need 
to use all the options at our disposal,” he declares.

Check suspicious videos and identify deepfakes:

 ä www.deepware.ai

An AI-generated President Zelensky appears to announce Ukraine’s surrender. While not a success in technical terms, the video is considered historic 

as the first documented attempt to profoundly manipulate political developments using deepfake technology.

ULRICH HOTTELET

is a freelance journalist in Berlin.

https://www.deepware.ai
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CYBERSECURITY

Connected –  
and vulnerable
Since any related disruption can severely affect the public, IT for critical infrastructure needs special pro-
tection. The German IT Security Act has led to general improvements in this regard, but digitalization is 
opening up more and more avenues of attack.



31

P
H

O
TO

S
: P

A
G

E 
30

: S
TO

C
K

.A
D

O
B

E.
C

O
M

/M
A

R
TI

N
LI

S
N

ER
 +

 W
H

AT
A

W
IN

 (C
O

M
P

O
S

IN
G

); 
PA

G
E 

31
: B

EN
JA

M
IN

 G
LA

U
S

S

BY MARKUS STREHLITZ

Critical infrastructure is the lifeblood 
that keeps us all safe, fed and warm. 
When the power goes out, phone 
and Internet lines go down, or doc-
tors are unable to access patient data, 
the impact on the public can be dra-
matic. Germany’s national KRITIS 
strategy for protecting infrastructure 
like this dates from 2009. It includes 
all organizations – regardless of their 
size – working in the fields of energy, 
healthcare, information technology 
and telecommunications, transport, 
media and culture, food and water, 
finance, insurance, governance and 
public administration. It requires op-
erators to provide for added protec-
tion in these areas, including from cy-
berattacks. As the nervous system of 
critical infrastructure, IT is a poten-
tially vulnerable area. Correspond-
ing attacks can lead to “supply bot-
tlenecks with lasting repercussions, 
considerable disruptions to public se-
curity and all sorts of other dramatic 
consequences,” writes the Federal Of-
fice for Information Security (BSI) in 
its Report on the State of IT Security 
in Germany.

Vulnerability leaves 
companies open 
to blackmail
Several examples show how seriously 
this threat must be taken. In Septem-
ber 2020, for instance, the University 
Hospital of Düsseldorf fell victim to a 
ransomware attack. The perpetrators 
encrypted the hospital’s data and de-
manded payment of a ransom to re-
lease it. With central systems down, 
the hospital was unable to provide 
emergency care for days. Planned op-
erations and outpatient appointments 
were canceled or postponed. Accord-
ing to the German newspaper Süd-
deutsche Zeitung, one person even died 
after being sent to a hospital further 
away as a result of the attack.

Ransomware was also used to target 
an oil and gas pipeline in the US. The 
operator, Colonial Pipeline, maintains 
a network spanning some 8,000 kilo-
meters and plays a key role in supply-
ing refined oil products to consumers 
along the East Coast. As a result of the 
attack, the company shut down its ad-
ministrative system and suspended 

the pipeline’s operation. This caused 
regional shortages and panic buying, 
including of gasoline.

While the experts at the BSI believe 
a similar attack is possible in Germa-
ny, they emphasize that IT attacks on 
energy companies here have so far 
only targeted office systems, allowing 
critical services to be maintained.
Analyses by companies specializing 
in IT security further illustrate the 
threat. They include data from the 
Threat Labs Report that was pub-
lished in April by the IT security tech-
nology firm Trellix. This report high-
lighted an increase in online attacks 
on systemically important sectors in 
the fourth quarter of last year. Of the 
advanced persistent threats (APTs, 
i.e. particularly sophisticated attacks) 
observed, 27% targeted the transport 
and freight sector, making it the most 
heavily affected industry.

Healthcare at  
particular risk
According to Trellix, healthcare was 
the second most frequently attacked 
sector, accounting for 12% of such in-
cidents. “We’re in a critical period for 
cybersecurity and seeing increasing-
ly hostile behavior across an ever wid-
ening field of attack,” says Christiaan 
Beek, head scientist at Trellix.

The security provider Kasper-
sky also sees particular danger for 
the healthcare sector, partly due to 
the coronavirus crisis. According to 
a Kaspersky study from last year, al-
most three-quarters (72%) of German 
healthcare companies fell victim to a 
cyberattack during the pandemic. Just 
over a quarter (26%) of such organi-
zations experienced more than one at-
tack. These figures have alarmed the 
industry. “At 58%, more than half of 
the IT decision makers in the German 
healthcare sector regard the threat lev-
el to their own systems as high,” says 

“Many operators of 
critical infrastructure 
ask: Who would 
want to attack us? 
Even if someone 
attacks you by 
mistake or you’re 
just collateral 
damage, though, 
you still have to deal 
with the fallout.”

SARAH FLUCHS  

Chief Technology Officer at  

admeritia GmbH
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Christian Milde, Kaspersky’s general 
manager for Central Europe.

The company provides regular up-
dates on these and other threats, but 
has also found itself in the headlines of 
late. In March, the BSI warned against 
using Kaspersky’s antivirus software, 
citing its Russian origins. The BSI 
believes that the war in Ukraine has 
substantially increased the risk of 
cyber attacks and regards the use of 
Kaspersky technology as a potential 
vulnerability. “A Russian IT manu-
facturer may conduct offensive opera-
tions itself, be forced to attack systems 
against its will or become a victim of 
a cyber operation itself if it is spied on 
without its knowledge or misused as 
a tool for attacks against its own cus-
tomers,” reads a BSI press release. 
Kaspersky has dismissed this warning 
as unjustified. 

Many small attacks, 
no big bang
There are also other experts who at-
tach great importance to the securi-
ty of critical infrastructure. Among 
them is Professor Jean-Pierre Seif-
ert, head of the Security in Telecom-
munications department at TU Ber-
lin. “My personal view is that a new 
theater of war could emerge in this 
field,” he says. “The threat has defi-
nitely  increased.”

Professor Jörn Müller-Quade from 
the Karlsruhe Institute of Technology 
(KIT) also sees critical infrastructure 
as a target in a potential cyber war. 
He isn’t expecting a major offensive, 
however. “A big bang isn’t always the 
aim, particularly because this would 
be detected immediately and trigger 
countermeasures,” Müller-Quade ex-
plains. In reality, he adds, many at-
tacks take place in the background – 
for instance, to spy on targets and lay 
the groundwork for larger attacks at a 
later stage. For all the potential threats, 
critical infrastructure in Germany en-
joys a high level of security. This is the 

view of Holger Berens, board chair-
man of the Federal Association for 
the Protection of Critical Infrastruc-
ture (BKSI). The staff responsible for 
such assets are well trained and tech-
nical precautions are in place, thanks 
in particular to the IT Security Act, he 

says. Among other things, this law re-
quires operators of critical infrastruc-
ture to demonstrate every two years 
that their IT security corresponds to 
the current state of the art (see box). 
But not all infrastructure is equally 
well protected. A comprehensive secu-
rity strategy needs to include a compa-
ny-wide information security manage-
ment system (ISMS), for example. An 

ISMS defines rules, processes, mea-
sures and tools for controlling, moni-
toring and improving information se-
curity. Progress in implementing such 
systems varies considerably by indus-
try. The BSI’s IT security report, for 
example, found that ISMS shortcom-
ings were particularly prevalent in the 
energy and water sectors. Meanwhile, 
the BSI warns that the energy sector in 
particular is highly dependent on IT.

OT: intended target, or 
just collateral damage? 
One key method of securing critical 
infrastructure involves the segmenta-
tion of networks. This means dividing 
a company’s network into zones that 
are kept separate from each other. In 
hospitals, for example, critical systems 
such as X-ray machines and CT scan-
ners are not linked to office IT. Sim-
ilarly, administrative systems are sep-
arated from production in the energy 
or manufacturing sector. 

One reason for this is that opera-
tional technology (OT) and indus-
trial automation systems are often 
not the real target of an attack. “It’s 
more common to see attacks that are 
aimed at standard office IT, but that 
then spill over into OT more or less 
by accident,” says Sarah Fluchs, secu-
rity expert and CTO of the security 
provider admeritia. She says this was 
also the case in the attack on Colonial 
Pipeline.

Disruptions in OT can then re-
sult in critical failures in production. 
This is because most critical infra-
structure – such as waterworks, power 
grids, logistics and food production – 
is based on automation systems, which 
are particularly vulnerable. “OT was 
never designed for today’s ubiquitous 
connectivity and is therefore often ill 
equipped for attacks on security,” says 
Fluchs. “If you suddenly connect it to 
office networks that are based on com-
pletely different technology, you ex-
pose OT to collateral damage.” 

A shared duty 
to protect

Under the IT Security Act, oper-
ators of critical infrastructure are 
required to:
 • Specify a single point of con-

tact for their critical infrastruc-
ture

 • Report IT disruptions or other 
significant problems

 • Implement state-of-the-art IT 
security

 • Report on the above to the BSI 
every two years 

The UP KRITIS network, a part-
nership of public and private 
stakeholders for the protection of 
critical infrastructure, offers sup-
port, dialog and shared crisis 
management structures to help 
implement these requirements. 

 ä www.upkritis.de

https://www.upkritis.de
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Artificial intelligence 
protects the power grid
Eliminating interfaces with other sys-
tems and networks reduces the po-
tential attack vectors. That said, such 
segmentation stands at odds with the 
trend toward more and more digitali-
zation. Taking advantage of the many 
new opportunities at hand means con-
necting different systems to each oth-
er. Smart grids that supply energy 
need to share data, and in healthcare, 
companies are keen to leverage the 
potential of telemedicine. Connect-
ing different networks – traditional IT 
with OT – is seen as part of this. To re-
main protected despite this trend, crit-
ical infrastructure needs an end-to-

end, integrated security concept that 
works for both IT and OT. In tech-
nical terms, this would mean extend-
ing systems for monitoring and ana-
lyzing network traffic (for example) to 
cover OT. It’s also important for sys-
tems to undergo regular security au-
dits to identify and resolve potential 
weaknesses. 

Artificial intelligence (AI) can also 
play a role. Scientists from the Fraun-
hofer Institute of Optronics, System 
Technologies and Image Exploita-
tion (IOSB), for example, have devel-
oped a system to protect network con-
trol units in the power supply system. 
It is designed to monitor the flow of 
information between the power grid 
and control system to detect manip-

ulation. The solution uses AI to learn 
what normal data readings and com-
munications look like. The software 
can then not only keep an eye on the 
operational status and any technical 
issues, but also identify anomalies in 
the data traffic or the data itself.

Overall, there is a trend toward 
more resilient critical infrastructure; 
that is, “infrastructure that maintains 
its desired state even when unexpect-
ed events occur,” as Fluchs puts it. 
“Achieving this, however, is a big and 
difficult task.”

Hospitals and other healthcare facilities make attractive targets for cyberattacks. The impact on the public can be dramatic, and advancing digitali-

zation is presenting ever more attack vectors for criminal hackers. 

MARKUS STREHLITZ

is a freelance journalist and editor for VDE dialog.
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INDUSTRY 5.0

Human-centric machines 
While most companies are still in the midst of the Industry 4.0 project, the guidelines for the next gen-
eration of – more sustainable, more resilient and more human-centered – industry are being outlined at 
EU level. The specifics are rather undefined at present, and that’s by design. 

BY MANUEL HECKEL 

Only a decade after the last one, is it 
already time for the next industrial 
revolution? Exactly ten years after the 
German government’s expert advisers 
introduced it to the concept of Indus-
try 4.0 in early 2011, the logical suc-

cessor – Industry 5.0 – was already on 
the horizon. A report published in Jan-
uary 2021 by the European Commis-
sion outlined an ambitious vision for 
the future manufacturing landscape. 
In the world of Industry 5.0, humans 

and machines, sustainability and ef-
ficiency, and flexibility and resilience 
would complement rather than con-
tradict each another. The Commission 
argued that the coronavirus pandemic 
had exposed existing problems in the 

34
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manufacturing sector. Industry  5.0, 
it said, would provide answers to the 
problems preoccupying industry, in-
cluding the growing threat of climate 
change, the shortage of skilled work-
ers and recurring disruptions in sup-
ply chains. “Now is the time to make 
workplaces more inclusive, build more 
resilient supply chains and adopt more 
sustainable ways of production,” said 
Mariya Gabriel, EU Commission-
er for Innovation, Research, Culture, 
Education and Youth. Her statement 
accompanied the publication of the 
Commission’s first policy brief, which 
begins with a quote from Albert Ein-
stein: “In the middle of difficulty lies 
opportunity.” 

More than technological 
innovation
Ambitious aims, to say the least. 
While companies were initially slow 
to engage with these subjects, the EU 
stepped up a gear. At the beginning of 
this year, its expert group on the eco-
nomic and societal impact of research 
and innovation (ESIR) published a 
more detailed policy brief on the In-
dustry 5.0 project. As things stand to-
day, the concept remains something of 
wish list, a “transformative vision for 
Europe”, as ESIR titled its paper. 

While Europe alone cannot bring 
about a global transformation to en-
able 8 billion people to live sustainably 
and peacefully, the authors write that 
there is a special role for the EU in 
general, and for EU industry in par-
ticular: “We believe it [Europe] can 
lead the global community towards 
the deep systemic transformation that 
this and next decades [sic] will inev-
itably require.” For business, then, 
there are already good reasons to ex-
plore the key themes of Industry 5.0, 
and not only to see where regulations 
might be headed next. 

The three pillars of Industry 5.0 – 
sustainability, resilience and “hu-
man-centric” industry  – hint at the 

deeper approach envisaged, which 
goes well beyond a purely technolog-
ical revolution. The aim is not to re-
place, but to empower workers, as 
the first policy brief states. Given the 
growing shortage of skilled workers in 
Europe, there are deeply practical as 
well as ideological grounds for such an 
approach. 

The use of robotics in industry 
has been growing for years. Auto-
mated systems are increasingly taking 
on routine tasks, taking a literal load 
off workers’ backs or freeing up their 
time. Industry  5.0 switches the per-
spective once again: “So far, automa-
tion has often been about automating 
people out of work,” says Jessica Fritz, 
manager for digital technologies and 
services at VDE. “The big challenge 
now is to get people and robots work-
ing hand in hand.” The potential ap-
plications range from cobots to smart 
watches and glasses. The importance 
of these systems can be as varied as 
the production tasks themselves, from 

delivering materials to specifying the 
next work steps and preparing sam-
ples for human review. As with other 
innovations, hardware costs have fall-
en significantly in recent years, making 
such systems increasingly attractive to 
business. That said, simply buying a 
new system is not enough. Getting 
people and machines truly working 
together rather than simply alongside 
each other requires clear preparatory 
analysis. “You need to set things up so 
that humans and machines make an 
efficient team, reinforcing each other’s 
strengths and compensating for each 
other’s weaknesses,” says Fritz.

Training needed to make up 
for shortfalls in experience
To achieve real efficiency gains with 
such technology, employees need 
a good feel for where digital assis-
tants can improve their everyday 
work. Augmented reality solutions 
like those used in logistics or main-

“Companies can’t just simply  
change their machines;  
even today, doing so is still very 
time-consuming and expensive. 
Ultimately, helping shape 
the shift to Industry 5.0 has to  
be possible and financially feasible 
for small companies, as well.”

JESSICA FRITZ, manager for digital technologies and services at VDE

INTERVIEW

Jessica Fritz on the possibilities and problems of human-machine 

interaction in the manufacturing world: 

 ä dialog.vde.com/interview-fritz

https://dialog.vde.com/interview-fritz
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tenance are a good practical example 
of the challenges at hand. “Our stud-
ies of manufacturing staff show that 
acceptance increases where employ-
ees truly understand augmented real-
ity,” says Philipp Rauschnabel, a mar-
keting professor researching this tech-
nology at the Bundeswehr University 
Munich. Where experience is lack-
ing, training needs to compensate so 
that people do not shy away from new 
hardware. A challenge for industry is 
thus quickly becoming a mission for 
the whole of society. The need for new 
skills is evolving as fast as technologies 
themselves, as the European Commis-
sion writes in its January 2021 report: 

“European industries are struggling 
with skills shortages and  educational 
and training institutions are  unable 
to respond to this demand.” In con-
crete terms, this means improving 
the points where employees interact 
directly with systems  – the human- 
machine interface – on the factory floor. 
This can even raise ethical questions, 
such as when artificial intelligence is 
used to help prepare decisions. “When 
industry workers are closely collabo-
rating with intelligent machines, it is 
crucial to ensure that the tools do not 
undermine, explicitly or implicitly,  
the dignity of the worker, regardless 
of their race, gender or age,” the EU 

report continues. In the future, this 
means that designers, psychologists 
and educationalists are likely to have 
a seat at the table alongside IT spe-
cialists and production experts when 
these interfaces are created. “It takes 
a lot of brainpower from the most var-
ied of disciplines,” says Fritz. For the 
EU, the next stage will be about not 
just presenting new concepts, but also 
raising awareness. The name of the 
new concept may be catchy, but it’s 
also misleading and has led to disqui-
et among some experts. Unlike previ-
ous industrial revolutions, where the 
focus was usually on specific technol-
ogies (from the steam engine to cy-

The use of robotics in industry has been growing for years. The Industry 5.0 approach recognizes this while also making people the focus of all 

technological progress. 

TOPICS
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ber-physical systems), Industry 5.0 is 
first and foremost a broad vision for a 
change of approach.

More an update 
than a revolution
 Ailin Huang is head of sustainabili-
ty at the Berlin-based TIER Mobil-
ity, which provides products such as 
scooters and e-bikes for urban areas. 
“Personally, I find ‘Industry  5.0’ in-
timidating as a term because it does 
make it sound like some kind of rev-
olution,” she says. Huang is also one 
of the two German members of ESIR. 
One can also see Industry 5.0 as an 

“update to Industry 4.0 with a holis-
tic approach,” she suggests. Anoth-
er expert with reservations about the 
name is Kevin Lau, a research associ-
ate at the Institute for Entrepreneur-
ship at the University of Münster who 
is working on the digital transforma-
tion of manufacturing for his doctoral 
thesis. In a joint paper with colleagues 
from Münster and RWTH Aachen 
University, he prefers the label “In-
dustry 4.1” for recent developments. 
“It’s not an abrupt change,” he says. 
“It’s more of a smooth transition.” 

This is good news, since it means 
that the new concept won’t derail 
any of the projects launched in re-
cent years. From 5G campus net-
works for faster download speeds to 
fully connected, “pay-per-use” ma-
chines, there are many real-life exam-
ples of how the Internet of Things has 
already made it from pilot to practice 
at various companies. Lau believes 
this means we’ve “arrived in the im-
plementation phase.” Moreover, or-
ganizations and initiatives have put a 
great deal of effort into creating new 
standards to smooth the way for In-
dustry  4.0. The results range from 
reference architecture models such 
as RAMI 4.0 to specific documents 
such as IEC 63278-1 ED1, which is 
designed to enable data interoperabil-
ity. Experts are convinced that all this 
work will also benefit the Industry 5.0 
world. “My impression is that people 
are very open-minded about the con-
cept in practice,” says Lau. 

Early advantage for 
early adopters 
All this seems to offer a promising ba-
sis for the coming years. For compa-
nies, keeping a close eye on Indus-
try 5.0 makes a lot of sense. “There 
are potential competitive advantag-
es from every angle,” Lau points out. 
Some areas will see ever more regu-
lation in the coming years – especial-
ly sustainability. Germany’s Supply 

Chain Act, which will demand more 
transparency from larger companies 
from the beginning of next year, pro-
vides a glimpse of where things are 
headed. Additional measures to push 
industry to use more renewable ener-
gy and fewer resources are likely to fol-
low through the major “Green Deal” 
project. The importance of resilience 
has become clear to many companies 
in recent months. Those that make 
their own supply chains less vulner-
able to external shocks need not fear 
for their operations when commodity 
prices explode or megafreighters run 
aground. Meanwhile, human-centric 
industry is also in companies’ own 
fundamental interests. Skilled workers 
will come to expect efficient support 
from technology, and successful hu-
man-machine interaction on the fac-
tory floor could even give a boost to 
employer brands in the future.

Purpose and promise

While the Industry 5.0 guidelines re-
veal little about the specific technolo-
gies and developments that might be 
supported by future funding projects, 
this may have its advantages, as well. 
After all, companies that engage with 
the subject today need not fear in-
vesting in completely the wrong area. 
Huang recommends a pragmatic ap-
proach, looking at what functions al-
ready exist within a given company 
and “using Industry 5.0 as an oppor-
tunity to drive change and pursue am-
bitious goals.” By starting now, Huang 
is convinced that companies can gain 
an early advantage over their more 
hesitant competitors. “Industry 5.0 is 
all about purpose and future prom-
ise,” she states. “I’d even say that it 
will be unavoidable in the long term.” 
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MANUEL HECKEL 

is a freelance business journalist in Cologne.
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VDE GROUP

RENEWABLE ENERGY

A New Family Member 
For over three years, RETC and VDE have partnered up to offer testing services and technical risk mit-
igation solutions for batteries and entire energy storage systems for customers worldwide – high time 
for an interim assessment.

BY MELANIE UNSELD

During the last months it became 
clear that the renewable energy sector 
is indispensable for our energy sup-
ply - not only in Germany because of 
the war in Ukraine. Climate change 
makes a rethinking towards renew-
able energies imperative all over the 
world. Thus, it is crucial to tackle the 
rise of challenges around the bankabil-
ity and insurability of renewable ener-
gy systems as well as energy storage 
systems. “In particular, the renewable 

energy system industry will need to 
meet the requirements of various fi-
nancial stakeholders such as investors, 
lenders and insurers to unlock financ-
ing and insurance solutions for their 
projects“, explained Burkhard Holder, 
Managing Director of VDE Renew-
ables. To support customers world-
wide in the implementation of their 
renewable energy projects, Renewable 
Energy Test Center LLC (RETC) at 
Vermont, CA, and VDE Renewables, 

headquartered in Alzenau, Germany, 
have partnered up in July 2019. Two 
years later, RETC and VDE US Hold-
ings Inc. (VDE) at Frankfurt, Germa-
ny, happily announced that VDE had 
acquired a 70% stake in certification 
and testing company RETC on July 
1, 2021. 

VDE and RETC pursue the same 
goals: Both strive to innovate the re-
newable energy sector by offering 
quality assurance services for clean en-
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ergy projects that are bankable, invest-
able and insurable. VDE brings to the 
partnership its deep know-how in in-
ternational technical standards, VDE 
Renewables brings its track record in 
developing bankability and investa-
bility-focused certification programs 
for components and entire power sys-
tems. In addition, VDE Renewables 
offers its strong battery competen-
cy that have been developed in their 
European and Asian testing centers 
and their longstanding partnerships 
with leading research institutes such 
as the Fraunhofer Institute for Solar 
Energy Systems ISE. RETC, a lead-
er in the United States in developing 
PV bankability programs and meth-
odologies such as extended reliabili-
ty and durability Thresher Tests, will 
bring strong discipline and capabili-
ties in environmental aging, extended 
durability testing, PV System design, 
all to help develop battery component 

and full energy storage system testing 
methodologies. Together, the partners 
will offer solutions that address quality 
criteria for system design, installation 
and management of battery-based en-
ergy storage systems, as well as inspec-
tion services for evaluating physical 
systems at the installation stage and 
on an ongoing basis as well, based on 
these criteria.

»RETC and VDE are empowered  
by the belief that our work is enabling a safer, 

more sustainable future.«

 CHERIF KADIR,  

CEO und President RETC
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INTERVIEW

»Happy to be Part of the VDE-Family« 
“Alone we can do so little; together we can do so much!” As a man of the first hour, Cherif Kedir shaped the 
company from the very beginning. What unites the team is their mission to enable a safer and more sustainable 
future. As new member of the VDE Group, Cherif Kedir, President and CEO of RETC, takes stock in an interview 
with VDE dialog.

First of all, what does RETC do?
Renewable Energy Test Center (RETC) 
is a leading independent test lab for re-
newable energy products. Since 2009, 
downstream manufacturers, develop-
ers, independent engineers, financiers, 
and more have trusted RETC to test 
and vet their renewable energy prod-
ucts. Some examples of products for 
certification and bankability studies that 
we conduct include: PV modules, in-
verters, energy storage systems (ESS), 
racking products, PV mounting com-
ponents, DC to AC inverters, and other 
various Balance of Systems (Bos). Only 
the latest testing standards and indus-
try-accepted methods of vetting prod-
ucts are used at RETC. 

We partner with the largest and most 
important developers and EPCs to help 
in the supplier vetting and procurement 
process. Also, we provide financiers 
& financial institutions clear visibility 
on the latest product innovations and 
trends on the market. The data and 
quantitative results needed for IE’s to 
make critical decisions is provided by 
us as well. We work directly with man-
ufacturers to test their latest products 
and make them ready for market suc-
cess.

What challenges do you see in the 
PV sector? 
Challenges come in various forms for 
the PV industry. The every changing 
products and the bill of materials (BOM) 

changes that come along with it and 
there are the geopolitical challenges 
that have been a part of the growth of 
the industry since the very beginning. 

What is your contribution to the en-
ergy transition in the USA?
We enable the deployment of new 
products to the market. RETCs involve-
ment in the introduction of the product 
allows it to be credible and vetted for 
use in the open market. Financial in-
stitutions, developers and insurance 
companies rely on our testing to make 
sure they can stand by their perfor-
mance before signing off on them. 

How is the energy transition pro-
gressing there?
Here in the US, solar and battery stor-
age deployment is faster and more 
prominent than every. Solar and stor-
age have become a mainstream prod-
uct for integration in people’s homes 
on the residential PV sector. Most ma-
jor banks and financial institutions have 
become comfortable with financing 
and including major utility PV projects 
in their portfolio. The energy transition 
to renewables shows little signs of 
slowing down in the near future. 

Who are the people behind RETC?
RETC is proudly represented by em-
ployees in our California, Nevada, and 
Philippines locations. We´re creative 
and collaborative. Our community of 
experts is not only passionate about 

testing new solar technology and bat-
teries; we thrive because of our em-
ployees’ diverse backgrounds—from 
semiconductor to PV manufacturing 
experience. We are united by the belief 
that our work is enabling a safer and 
more sustainable future. Let me assure 
you that the RETC family is made up of 
great people. But let me introduce the 
leadership team. 

•  Emmanual Siason is the VP of Engi-
neering who has also been with the 
company since 2009 and has been 
instrumental in improving and main-
taining our testing equipment. 

•  Zennia Villanueva is the VP of Quality 
who has also been with the company 
for since 2009 and has been elemen-
tal in keeping RETC’s testing schemes 
up to date and relevant.

•  Daniel Chang is the VP of Business 
Development and has been with 
RETC since 2020 starting RETCs first 
formal and official sales and market-
ing effort to the organization.

•  Dick Bayangos is our CFO and han-
dles total finance and HR functions at 
RETC. 

•  And finally to me. I am the President 
and CEO and have been with the 
company since 2009. 

Tell us about your customers 
RETC customers tend to be repeat 
customers. Once they have received 
our testing services they often come 
back because of our efficiency and 
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thoroughness of our reports. The type 
of service that is provided after com-
pletion of the test is something that is 
unique to RETC and customers appre-
ciate as we often join in on three way 
conversations between our customers 
and their own customers/financiers.

What does it mean for your custom-
ers to partner with RETC?
Doing business with RETC means 
sharing a desire to show love through 
humanitarian aid and helping under-
served communities provide for their 
families. Our customers help us pro-
vide safe, clean water and sustainable 
food sources through community gar-
dens. We appreciate their partnership 
that helps express love in some of the 
toughest places in the world. RETC 
supports NGO´s, such as unto and wa-
ter mission. Unto provides solar panels 
to places in Africa where no other en-
ergy resources exist. Water Mission is a 
nonprofit engineering organization that 
designs, builds, and implements safe 
water, sanitation, and hygiene (WASH) 
solutions for people in developing 
countries and disaster areas. Winston 
Churchill once said: “We make a living 
by what we get. We make a life by what 
we give.”

How do your customers plan to get 
involved with VDE?
Our customers have an array of prod-
uct needs and testing is just one of 
them. They have projects that require 
assessment of other technologies, field 
observations on existing sites, and 
the geographical diverseness of their 
manufacturing bases. Battery storage 
system testing is seeing a large uptick 
recently and can benefit both VDE and 
RETC greatly in the near and long term 
future.

What would you like to tell our inter-
national readers, among them many 
CEOs, from Europe and Asia?
We are still thrilled to have joined the 
VDE Group. RETC and VDE had been 
long-term business partners before we 
merged. However, as partners we are 
able to leverage VDE’s global consor-
tium of laboratories to bring RETC’s 
bankability testing to a broader network 
of solar and energy storage manufac-
turers, investors, and project develop-
ers. Our work directly impacts stake-

holders we frequently service and our 
results and findings have been instru-
mental in moving the needle within the 
industry as we continue advocating for 
better product reliability, performance, 
quality, and data-driven risk mitigation. 
Collectively with VDE, we can use this 
data to build better service products 
and design better programs. Arguably, 
this work has never been more import-
ant or essential.

»Giving Back is very important to us. 
RETC gives modules a ‘second life’  
by donating reused and refurbished 

PV modules to vulnerable, underserved 
communities without electricity. 

We knock out two birds with one stone: 
vetting our partners’ products  

responsibly & sustainably.«

CHERIF KEDIR,  

President and CEO of RETC
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STANDARDIZATION 

DKE celebrates its 
50th anniversary after
At the DKE Innovation Campus in Cape Europe,  

more than 400 guests from politics, industry and science  
celebrated 52 years of electrotechnical standardization. 

Happy Birthday! For 52 years, the standardization organization DKE 
(German Commission for Electrical, Electronic & Information Tech-
nologies in DIN and VDE) has successfully shaped electrification in 
Germany and throughout the world. “We - 200 colleagues and over 
9000 volunteers - are visionaries and doers for electrification, auto-
mation and digitalization. And we do so on an international level,” ex-
claimed DKE Managing Director Michael Teigeler confidently during 
the DKE Innovation Campus at Kap Europa in Frankfurt at the end 
of June. He added that the DKE team is taking its responsibility for 
the topic setting seriously and has positioned itself accordingly to be 
adaptable. “We are an agile pacesetter and represent the interests of 
German electrotechnical standardization worldwide,” announced 
DKE CEO Teigeler. Due to Corona, the official birthday could not be 
celebrated. The DKE therefore used its 52nd birthday as an oppor-
tunity to set itself the goal of complete CO2 neutrality in Germany by 
2030. The experts swore to align their actions and influence in interna-
tional standardization along the vision of a sustainable world whose en-
ergy needs are met exclusively by regeneratively generated electricity. 
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